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(54) ACCESS CONTROL SYSTEM TO TELEVISION VIEWING SERVICE PROVIDING FUNCTION IN 
TELEVISION CONTROL APPLICATION 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide an access control system 
to a television viewing service providing function in television 
control applications for efficiently managing an access right. 
SOLUTION: A television receiver 100 comprises; a television 
reception display section 101 with a television broadcast reception 
and display function; a communication section 107 capable of 
communicating with a communication server 1 10 on a network 108; 
and a television application control section for downloading 
software for controlling the television broadcast reception function 
and storing/executing it. Through the configuration above, a 
television broadcast station 1 1 1 broadcasts access right 
information included in broadcast data, which are downloaded in 
the television receiver 100 to permit access to the television 
reception display section and to particularize a television 
application for the provision of a television viewing service, and 
when the television receiver 100 receives the television viewing 
service, the television receiver 100 executes the service after 
checking whether or not the access right is available in the 
television application 105. Thus, the television applications 
available of the television viewing function can be limited. 
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* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

■ I.This document has been translated by computer. So the translation may not reflect the original precisely. 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] With a television receiving display with reception and display capabilities of television 
broadcasting, and the communications department which can communicate with the communications server 
on a network In the television receiver equipped with the television application control section which 
downloads the software which controls a television broadcasting reception function, and is saved and 
performed It downloads in the broadcast data which a television broadcasting station broadcasts at said 
television receiving inside of a plane. It broadcasts including the access privilege information for specifying 
the television application which permits access to a television receiving display and offers television 
reception service. By performing, after investigating whether the access privilege to a television receiving 
display is in said television application based on said access privilege information, when said television 
receiver offers television reception service The access-control method to the television reception service 
providing capabilities in the television control application characterized by what the television application 
which can offer television reception service was restricted for. 

[Claim 2] Said television receiving display is an access-control method to the television reception service 
providing capabilities in the television control application according to claim 1 characterized by having the 
function which receives the television broadcasting broadcast from a television broadcasting station, and 
outputs an image and voice, and the function to transmit the addition data contained in said broadcast 
broadcast signal. 

[Claim 3] Said television application control section is an access-control method to the television 
reception service providing capabilities in the television control application according to claim 1 or 2 
characterized by having the access privilege registration section which registers the access privilege 
information included in broadcast data, the access privilege database which registers the access privilege 
to said television application, and the access privilege check section which distinguishes whether the 
access privilege to said television receiving display is in said television application. 

[Claim 4] Said access privilege information is an access-control method to the television reception service 
providing capabilities in television control application given in any of claims 1-3 characterized by being the 
information containing any of a domain list and an author certificate list they are. 

[Claim 5] The access-control method to the television reception service providing capabilities in television 
control application given in any of claims 1-4 characterized by the predetermined portable telephone 
constituted possible [ a communication link ] through said communications department making available the 
television reception function of television application with said access privilege they are. 
[Claim 6] It is an access-control method to the television reception service providing capabilities in the 
television control application according to claim 5 which said communications department is connected 
with a predetermined mobile communication network, and is characterized by said portable telephone 
making available the television reception function of the television application which has said access 
privilege through this mobile communication network. 
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# * NOTICES * 

JPO and NCI PI are not responsible for any 
damages caused by the use of this translation. 

* I.This document has been translated by computer. So the translation may not reflect the original precisely. 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 

DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the access-control method to the television reception 
service providing capabilities in the television control application which manages efficiently the access 
privilege to television reception service providing capabilities especially about the access-control method 
to the television reception service providing capabilities in television control application. 
[0002] 

[Description of the Prior Art] In the television receiver which can download television control application 
conventionally, the approach only those by whom it was secured that television control application does 
not develop software with malice, such as a television receiver development manufacturer, develop is 
taken, and television control application development by the developer of arbitration was not performed. 
[0003] 

[Problem(s) to be Solved by the Invention] However, the scene of making various television control 
applications performing to the developer of arbitration may come out by diversification of television 
reception service. 

[0004] However, it is accompanied by the trouble with the danger of downloading unlawfully the television 
application which a television broadcasting station side does not mean in such a case, and being used. 
Then, effectiveness and a certain concrete technique limited effectively are asked for use of the television 
application which offers television reception service. 

[0005] This invention aims at offering the access-control method to the television reception service 
providing capabilities in the television control application which manages an access privilege efficiently. 
[0006] 

[Means for Solving the Problem] In order to attain this purpose, the access-control method to the 
television reception service providing capabilities in the television control application of this invention With 
a television receiving display with reception and display capabilities of television broadcasting, and the 
communications department which can communicate with the communications server on a network It is 
the television receiver equipped with the television application control section which downloads the 
software which controls a television broadcasting reception function, and is saved and performed. It 
broadcasts including the access privilege information for specifying the television application which 
downloads to said television receiving inside of a plane, permits access to a television receiving display, and 
offers television reception service into the broadcast data which a television broadcasting station 
broadcasts. By performing, after investigating whether the access privilege to a television receiving display 
is in television application based on said access privilege authorization information, when a television 
receiver offers television reception service It is characterized by restricting the television application which 
can offer television reception service. 

[0007] Moreover, the function which the above-mentioned television receiving display receives the 
television broadcasting broadcast from a television broadcasting station, and outputs an image and voice, It 
has the function to transmit the addition data contained in the broadcast broadcast signal. A television 
application control section The access privilege registration section which registers the access privilege 
information included in broadcast data. It is good to have the access privilege database which registers the 
access privilege to television application, and the access privilege check section which distinguishes 
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whether the access privilege to a television receiving display is in television application. 
[0008] Furthermore, the above-mentioned access privilege information is good in it being the information 
containing any of a domain list and an author certificate list they are. 
- [0009] 

[Embodiment of the Invention] Next, with reference to an accompanying drawing, the gestalt of operation 
of the access-control method to the television reception service providing capabilities in the television 
control application by this invention is explained to a detail. If drawing 5 is referred to from drawing 1 , 1 
, operation gestalt of the access-control method to the television reception service providing capabilities in 
the television control application of this invention is shown. The 1st example and drawing 3 of drawing 1 
and drawing 2 are drawings where the 2nd example and drawing. 4 are applied to the 3rd example, and 
drawing 5 is applied to the 4th example and 

[0010] This invention relates to the television receiver which can download and perform a software 
program from the communications server on a network. For example, the software program which can use 
television reception service providing capabilities by putting in the distinction information on the software 
program which can use television reception service providing capabilities into the additional information 
data embedded into television broadcasting data, and comparing the information and this distinction 
information on the software program which is operating is restricted. Consequently, it makes it possible to 
prevent usage [ mean / a television broadcasting station side ]. The contents of the configuration of this 
configuration are explained in full detail below. 

[0011] The block diagram of the example of this invention is shown in drawing 1 . Moreover, an example of 
the management procedure of television application is shown in drawing 2 . Reference of drawing 1 
constitutes the 1st example of this invention from a communications server 109 connected with the 
television receiver 100 and this television receiver 100 through the network 108, and a television 
broadcasting office 1 1 1 . In addition, access privilege information is broadcast from the television 
broadcasting station 1 1 1 to the television receiver 100. 

[0012] The television receiver 100 has the television receiving display 101, the access privilege registration 

section 102, the access privilege database 103, the access privilege check section 104, application 

download and the Management Department 106, and the communications department 107. 

[0013] The television receiving display 101 has the function which receives the television broadcasting 

broadcast from the television broadcasting station 111, and outputs an image and voice, and the function 

to transmit the addition data contained in a broadcast signal to television application. 

[0014] The access privilege registration section 102 has the function to register into the access privilege 

database 103 the access privilege information included in broadcast data. 

[0015] It distinguishes whether the access privilege check section 104 has an access privilege to the 
television receiving display 101 of the accessed television application 105 with reference to the access 
privilege database 103, and has the function to refuse the demand to television application without an 
access privilege. 

[0016] Application download and the Management Department 106 employ the communications department 
107, downloads the television application 110 on a communications server 109 through a network 108, 
stores in the television receiver 100, and has the function to start. 

[0017] In addition, the access privilege registration section 102 which registers the access privilege 
information included in broadcast data in this example, The access privilege database 103 which registers 
the access privilege to the television application 105, The access privilege check section 104 which 
distinguishes whether the access privilege to the television receiving display 101 is in the television 
application 105, A television application control section is called including the application download and the 
Management Department 106 which downloads the television application 100 on a communications server 
109, stores in the television receiver 100, and has the function to start. 

[001 8] (Actuation) In drawing 1 and drawing 2 , the television broadcasting office 1 1 1 broadcasts the 
information which distinguishes the television application which may access the television receiving display 
101 of the television receiver 100 with television broadcasting as access privilege information. 
[0019] The television receiving display 101 receives the broadcast data from the television broadcasting 
station 111, extracts the access privilege information included in broadcast data, and notifies it to the 
access privilege registration section 102. 

[0020] The access privilege registration section 102 stores the received access privilege information in the 
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access privilege database 103. If the television broadcasting station 111 broadcasts two or more access 
privilege information, two or more access privilege information will be stored in the access privilege 
database 103 in the television receiver 100. 
- [0021] On the other hand, the television receiver 100 employs application download and the Management 
Department 106, is required, or downloads the television application 105 to use from the communications 
server 109 on a network 108, and stores it in the television receiver 100. 

[0022] If the television receiver 100 has a television reception demand, it will start the television 
. application 105 stored. Although the television application 105 tends to use the function of the television 
receiving display 101 for implementation (refer to drawing 2 ) of a television reception function, it searches 
for the check of the access privilege check section 104 in that case. 

[0023] The access privilege check section 104 checks whether the television application 105 concerned 
has an access privilege with reference to the access privilege database 103. In this check, if television 
application has an access privilege, and the function of the television receiving display 101 is wide opened 
to television application and it does not have an access privilege, a demand is refused. 
[0024] The television application 105 with an access privilege offers television reception service using the 
function of the television reception display 101. It becomes possible to offer only the television application 
which corresponds to the access privilege information which the television broadcasting station 1 1 1 
broadcast by taking the above method as television reception service. 

[0025] (Effectiveness) It becomes possible to prevent offer of the television reception service which a 
television station does not mean [ 1st ]. The reason is that it becomes possible to specify the television 
application which a television station controls the television reception function of the television receiving 
inside of a plane by this invention, and can be used by it. 

[0026] (The 2nd example) The configuration of the 2nd example of invention is shown in drawing 3 . In the 
example of 2, it communicates with the server on a network through a mobile communication network 
as a television receiver of the above-mentioned example at the cellular-phone terminal which gave the 
television reception function to the portable telephone. Thereby, viewing and listening of television 
application is enabled. 

[0027] (The 3rd example) The example of a configuration of other examples 3 of invention is shown in 
drawing 4 . As access privilege information on the above-mentioned example, the domain list of 
communications servers which can offer a television reception function is used. In the access privilege 
check section 104, it investigates where the television application 105 has downloaded from, and an access 
privilege is checked by comparing with the domain list of [ in the access privilege database 103 ]. 
[0028] (The 4th example) The configuration of the 4th example of invention is shown in drawing 5 . As 
access privilege information on the above-mentioned example, the certificate list of the author of television 
application who can offer a television reception function is used. In the access privilege check section 104, 
the author certificate of the television application 105 is consulted and it compares with the author 
certificate list of [ in an access privilege database ]. An access privilege is checked by this. 
[0029] In addition, an above-mentioned operation gestalt is an example of suitable operation of this 
invention. However, deformation implementation is variously possible within limits which do not deviate not 
from the thing limited to this but from the summary of this invention. 
[0030] 

[Effect of the Invention] By the access-control method to the television reception service providing 
capabilities in the television control application of this invention, a television receiver has reception and 
display capabilities of television broadcasting, and it can communicate with the communications server on a 
network, and the software which controls a television broadcasting reception function is downloaded, and it 
saves and performs so that more clearly than the above explanation. It broadcasts including the access 
privilege information for specifying the television application which downloads to the television receiving 
inside of a plane, permits access to a television receiving display, and offers television reception service 
into the broadcast data which a television broadcasting station broadcasts, and when a television receiver 
offers television reception service, after investigating whether the access privilege to a television receiving 
display is in television application based on access privilege information, it performs. This can restrict 
efficiently the television application which can use a television reception function. 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is the system configuration block diagram applied to the operation gestalt of the access- 
control method to the television reception service providing capabilities in the television control application 
of this invention. 

[Drawing 2] It is a block diagram for explaining the function of television application. 
[Drawing 3] It is the system configuration block diagram applied to the 2nd example. 
[Drawing 4] It is the system configuration block diagram applied to the 3rd example. 
[Drawing 5] It is the system configuration block diagram applied to the 4th example. 
[Description of Notations] 

100 Television Receiver 

101 Television Receiving Display 

102 Access Privilege Registration Section 

103 Access Privilege Database 

104 Access Privilege Check Section 

105 Television Application 

106 Application Download and Management Department 

107 Communications Department 

108 Network 

109 Communications Server 

1 10 Television Application 

1 1 1 Television Broadcasting Station 
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DRAWINGS 



[Drawing 1] 
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